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This software may interface with other deviceslmretwork.

It is the user’s responsibility to ensure thatdsliices are constrained and operated
in a safe manner.

There may be unforseen and unintentional consegsebmought about by the
purposeful introduction of corrupt or badly formiedtructions.

The systems (especially devices with physical adgons) MUST be constrained in

a safe manner. This constraint will be the respmlitsi of the testing operator AND
the system owner.
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The aim of the LASC Compliance project is to depelan industry-based
conformance process for specification and acceptaesting of ACARP-developed
technologies. For LASC technologies, a set ofwse tools has been produced to
assist specification and conformance testing of QiEllementations against existing
open LASC specifications. The framework for thiogess will also be able to
accommodate future automation systems. Both matw&xs and customers will
have open access to the software tools and eactesa®EM automation systems for
conformance with the LASC (and future) specificasio

In particular, this suite of software tools will ffmm the task of certifying
compliance for all systems (software applicationsl adevices) to the LASC
Automation Communication Protocol.

The suite is made up of:

ComplianceUtility. (sections 4-9)

VerificationManager (section 10)

EDSManager (section 11)

TestCaseManager (section 12)
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Figure 1: The LASC Compliance Installer

Choose a Destination Folder and clftistall” . Once the screen shows as completed,
click “Close”.
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Click Start  All Programs ‘LASCCompliance ‘ComplianceUtility’.

The main window will appear (see Figure 2: A sceten of the LCUFigure 2).

= ACARP Comms Protocol Compliance Utility v0.9.3460.28654

23/06/2003 11:16:23
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Figure 2: A screenshot of the LCU
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In the User Input Area, insert the user name aawicd name, this will be recorded
in the final report as part of the verification pess.

Select an Electronic DataSheet (EDS) file via Brewse button. The EDS file
contains details about the device under test, dnctpits IP address. The EDS file
must be supplied by the device manufacturer. Thtetds of the selected EDS file
may be viewed and/or edited using the Edit button.

Select projects from the project selection boxtdst against the device. Each
project consists of a number of tests that theaderiust pass in order to comply with
the named standard.

These tests are categorised into suites. Eachgpiisjdescribed in an *.xml or *.exml
(encrypted xml) file, and stored in the Projectgediory (normally <Install
Path>\Projects). All projects found in this diragtevhen the program starts are listed
in the project selection box. Additionally, thereyrbe different versions of the same
project, which may be selected using the drop db@nnext to the project name.

Select each project that you wish to test agaiggtlacing a check in the check box
next to the project name. Additionally ensure tihat version of the project is the one

you wish to test. The latest version is shown dpuae

Setup the device. Ensure the device to be testedwered on and connected to the
testing PC via a switch, as indicated in figuree®tw:

UL

Testing PC

7

O

Device under test

Y

Switch

Figure 3. Network setup
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Now you are ready to commence testing. At thisipdhe results tree and results
table are empty.

Click on Start. The Compliance Utility begins to run the teststhe projects in
order, until they are either completed or the us@rcels the testing process.

When testing is running, the user magusethe tests by clicking Pause. Results to
that time may be viewed. The user may then clickuRe to continue testing. The
user can also cancel the testing by clicking Canelich stops testing as soon as
practicable. Completed results will be displayedef®re, but to complete testing will
require repeating the tests performed already lzkinf Start again. Clicking Start
deletes any test results before starting testing.

During testing the results tree will provide anigadion of progress with a running

icon (Table 3 next to the project and suite under test. Thees@on will be displayed
in the results table.
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While testing, the results tree and results talblefiv with information regarding
the projects under test.

x_\\\

The results table shows details of the currentlected project or suite on the
results tree.

By default, a summary of results for all projeats displayedHigure 4).
Each row shows the name of the project, a resah iseeTable ) providing an

overall result for the project, and a more detailistl of how many tests passed,
skipped, didn’t run, and failed with minor, moderahigh and critical severity.

# Cntica
1 Tota

# Skipped
#High

#HotBun
#Pazzed
#Minor

# Moderate

Project Result

LASC Level 1 w0.0.TEST | S

& |0 |0 (6 |0 |0 [1 [0 |7
LASE Levl 1 v3.0.1 [@)

AT
LASC Levl 2 v2.0 \?)

_.--"‘\-_
LT Ll 3l @

Figure 4: 'All Projects' Results
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Project

Suite

Test

All tests in project passe

d All
passed

tests

in sU

itBest passed

At least one test i

project failed

nAt least one test if
suite failed

nTest failed

Project is currently bein
tested

gSuite

is

being tested

currently

Test is currently running

Project was skippeq
because it wasn't select¢

All tests within the
2guite were skipped.

by the user.

Test skipped probabl
because a prerequisite t¢

y
st

didn’t pass.

Table 1: Result icons as shown in the different wies

If a particular project is selected in the restifese, more detailed results will be
displayed as shown in Figure 5. The first row shavsaimmary of the whole project,
the rows below that represent each suite in thggtrdn this example, suite 6 of this
project is currently being tested.

Suite

LASC Level 1 v0.0.TEST

4 Baze Ethernet Communications

5 Testing Encapzulation Commandz

B Testing Session / Mezsage Handling

Result

EQ Q=

¥ Testing Implementation of common ervices

9 Testing Error Codes

10 Testing Timeouts

Figure 5: ‘Project’ Results
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If a node representing a suite is selected, thaltsetable will look like
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Figure 66. The first row shows a summary of the whole saisein the ‘Project’
Results, while the rows below that represent eashwithin the suite. For each test
instead of the row of detailed results, we prowaddescription of the test and a text
description of the test’s outcome.

g % 4
5 i =
&= E a 5 £ E ®
T (E |8 |§ |2 [P |E |3
= w o [ E¥E I L |-
Test Besult (¥ |® |®# |& & & & =
P a 1] 7 0 1] 1] 3 10
4 Basze Ethernet Communications I,@)
. =% |Passed -
0 4.1 Test Ping @) This test checks the device under test responds to a standard o,
=% |Passed ES
1 4.2 Test UDP request / response 0 This test checks to make sure the device under test responds ta o,
=% |Passed ES
2 4.3 Test TCP request / respanise @ This test checks to make sure the device under test responds ta o,
: =% |Pazsed ”
3 4.4.a Open concurrent TCF connections @ This test checks to make sure the device under test will allaw o,
. @%, | Failed: Severity CRITICAL ~
4 4.4.b Test concurent TLP connections '-@ This test checks to make sure the cancurent seszions all =
. T ) | Passed -
5 4.4.c Close concurrent TR connections @) This test checks to make sure the concurent sessions close o
(%5, | Faled: Severty CRITICAL |

Figure 6: 'Suite' Results
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During or after testing, the test log may be vievidclicking View Log. The log

contains detailed information about each test tmaty be useful for an OEM
diagnosing problems.
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After testing is complete, a report may be credtealicking Create Report. This
creates a pdf file format report, and opens it pdaviewer such as Adobe Reader.

This report contains all of the information contdnwithin the results table, as well
as the full test log.

LASC Compliance Testing Summary

Project Result |Skipped|Passed| Minor |Moderate| High | Critical | Total
LASC Level 1 @ 0 1 0 3 2 10 69
Ver:0.0.c

Figure 7. Compliance Report

The report is the final proof of compliance forpesific device. The report may be
verified as authentic using the VerificationManagae section 10)

An electronic copy of this report should be shipfgdthe Manufacturer with the
device, as part of the LASC compliance process.
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This utility is used to check that a report or f@siject is authentic.

Click Start  All Programs ‘LASCCompliance’  ‘VerificationManager’. A
small utility will appear as per figure 8

Figure 8. Verification manager main window

Click on ‘Check compliance report’ and select por¢ pdf file provided by the
device manufacture. A popup box will display eithesuccess or fail message

Figure 9. Authentication failed

Authentication failed. Contact the device manufeatfior more information.

Figure 10. Authentication success
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Click ‘Check Test Project’ and select a test filaifnl or *.exml) for information on
the validity of the test project.

Figure 11. Test file authentication results

Note that only valid encrypted test files (*.exmale fully verified by the LASC
project.
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This utility is used to view and edit ElectronictB&heets (EDS)

An EDS contains all the information required to q@betely define a LASC
compliant device on the current network.

The EDS should be created by the device manufactuecan be amended prior to
compliance testing with actual IP address.

Figure 12. EDSManager main window
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There are a number of items that are mandatoryeashp LASC Level 1 Specifications,
and other items that are only implemented by spetypes of devices (eg Roof Support
Systems implement class 0x64)

This utility should be used in conjunction with dogentation in the latest version of the
Ethernet/IP Adaptation of ClIBpecification and the relevant device level speatiion from
http://www.lascautomation.com.au/lasc-specificatibtm].
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The Test Case Manager utility is used only by OEd developers of new
hardware or software systems that require certifina

This utility is used to construct testing projefttsm a series of events built into a
hierarchy events->tests->suites->projects

Figure 13. Test Case Manager main window

For further details on using the software, refertiie C17022 Technical Specification
document
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